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Veridium Platform Guide
PingFederate - Veridium Integration

The following document details the requirements to integrate a Veridium Server into a Ping Federate
environment to provide password free, biometric authentication for an application integrated with the
PingFederate environment.

Pre-requisites

e A PingFederate Server or Cluster configured as both a Service Provider and Identity Provider and
access to the PingFederate web console.

e A PingDirectory User Datastore and credentials of a test user.

e Astandard installation of the Veridium server environment with administrator access to the
Veridium administration console

e A smartphone for testing (iOS 9 or higher or Android 4.4 or higher) with Veridium
Authentication installed from the relevant app store.
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Configure an LDAP connection to PingDirectory

To allow Pingldentity users to enroll for the Veridium Solution, a connection must be made between
Veridium and PingDirectory. To make this connection, follow the steps below:

1. Access the Veridium Admin console and browse to “Configuration” and “Configuration”
2. From the left-hand window in the Manage Configuration screen, expand “Services” and select
LDAP.json

VERIDIUM Admin

z Horme-VID-Admin

Manage Configuration

Manage Configuration + Protect

N 1 (
by son 2 “"domainPattern”: ",
o 3 useMockAdServic: .
I dmzjson 4 credentialsuser: "en=directory manager”,
5 "connectTimeoutMs": 5000,
[ demobank.json 6 "url": "ldap://pingdirectory.domain.local:389",
7 “credential [P 123"
B metricsjson 8 "displayNameAttributes": [
9 "en"
10 "
b et 11~ "attributeName
L P 12 "firstName"
B admin json 5 LaseNamen:
14 "uniqueStaticTl uid
v services 15 "mobile": "page .
16 "groups": "isMemb
[ email json 17 "lineManagerEmail"
18 . 1,
B smsjson 19 “email": "mail
20 "username": "
22 "securityProtoco:
L N 23 "readTimeoutMs" :
§  Configuration W ABSericelsor 24 "idn:
N . 25 "additionalFilters"
& ubajson 26 "baseDN": "de=ping,
27+~ "searchByAttributes": [
[B mobileSettings.json 28 "mail",
29 "uid'
I truststore json 30 1
31 }
[ location.json 32
I desktopSettings.json I @il

# Environment “There is changed and unsaved content.

3. Replace the contents of the window with the information below replacing the URL,
credentialsUsername, credentialsPassword and baseDN with those of your environment.

"domainPattern": "",
"useMockAdService": false,
"credentialsUsername": "cn=directory manager",

"connectTimeoutMs": 5000,

"url": "ldap://pingdirectory.domain.local:389",
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"credentialsPassword": "Password123!",

"displayNameAttributes": [

cn

1,
"attributeNames": {

"firstName": "givenName",

"lastName": "sn",

"uniqueStaticID": "uid",

"mobile": "pager"”,

"groups": "isMemberOf",
"lineManagerEmail": "mail",
"userAccountControl": "userAccountControl",

"email": "mail",

"username": "mail"
2
"securityProtocol": "plain",
"readTimeoutMs": 5000,
"id": ",
"additionalFilters": "",
"baseDN": "dc=ping,dc=domain,dc=local",
"searchByAttributes": [
"mail",

IIUidll

4. Once the configuration is completed click Save to commit the change
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Test User Enrolment

To confirm successful user enrolment, follow these steps:

1. Browse to Integrations in the Veridium Administration console and click edit against the
Directory Service Integration.

2. Open Veridium Authenticator on the test smartphone and scan the QR displayed on the
Directory Service Integration screen.

3. Follow the enrolment instructions using the credentials of a PingDirectory User.
Configure an IDP Connection to Veridium

To enable PingFederate to request authentication from the Veridium Server, an IDP connection is
required from the SP on the PingFederate to the Veridium Server.

1. Onthe Veridium Console browse to Configuration and SAML Configuration. Click Change
Configuration and Download Metadata. The metadata file will be downloaded to your local
machine.

VERIDIUM Admin

SAML Configuration
[Gamees]

SAML Configuration
- + Add Service Provider

Service Provider Name + SAML Version Used Authentication flow (& EditLDAP Connection

Ping2 SAML2 Veridium & Download metadata

SAMLTest SAML2 Veridium

& Download Idp Signing certificate
Showing 1to 2 of 2 i . " . .
ouing o 2ot zentries C Disable live configuration reload

2. Access the Ping Federate Server and choose the Service Provider section of the console. Under
IDP Connections choose Create New
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3. Under Connection Type select Browser SSO Profiles and choose the SAML 2.0 protocol then click
next.

Eﬂhwg

MAIN License Warning: Approaching expiratiol e on Jun 04 2020.

IdP Connection

ez Identity Provider
Connection Type Connection Options Import Metadata General Info Browser SSO Credentials Activation & Summary

Service Provider

ngFederate’

As an SP, you are making a connection to a partner IdP. Select the type of connection needed for this IdP: Browser SSO Profiles (for Browser SSO), WS-Trust STS (for access to idel
Grant (for authenticating against the PingFederate Authorization Server), Inbound Provisioning (for integrating with SaaS partners) or all.

@ OAuth Server +| BROWSER SSO PROFILES PROTOCOL
SAML 2.0 v
SETTINGS
1) Security
= System

4. Under Connection Options select only Browser SSO and click next.

Ping PingFederate’
Fey

MAIN License Warning: Approaching expiration date on Jun 04 2020.

IdP Connection

&) Identity Provider
Connection Type Connection Options Import Metadata General Info Browser SSO Credentials Activation & Summary

I Service Provider Please select options that apply to this connection.

¥ | BROWSER SSO
@ oAuth Server
JIT PROVISIONING
—— OAUTH ATTRIBUTE MAPPING

ATTRIBUTE QUERY

& Security

= System

Cancel Previous Next

5. Under Import Metadata, choose the File option, click Choose File and browse to and select the
metadata file you downloaded in step 1

Ping PingFederate

denty

Approaching expiration date on Jun 04 2020.

MAIN
IdP Connection

“c) Identity Provider
Connection Type Connection Options Import Metadata General Info Browser SSO Credentials Activation & Summary

I Service Provider To populate many connection settings automatically, you can upload the partner's metadata file, or specify a URL where PingFederate can download it. To periodically reload the connection settings from the URL, select Enable
Automatic Reloading.

®

@ OAuth Server METADATA NONE @ FILE URL
Choose File
SETTINGS
& Security
= System

Cancel Previous m
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6. Use the Metadata Summary screen to confirm the Metadata was successfully imported and click

next.

7. Atthe General Info screen amend the Connection Name to a descriptive identifier for the
connection, accept all other defaults and click next.

7] Identity Provider
I Service Provider
@ OAuth Server
SETTINGS
& Ssecurity

= System

Copyright © 20032018
Ping dentity Corporation
Alrights reserved
Version 10022

License Warning: Approaching expiration date on Jun 04 20:

IdP Connection

Connection Type Connection Options Import Metadata Metadata Summary General Info Browser SSO Credentials Activation & Summary

This information identifies your partner's unique identifier (Connection ID). Connection Name represents the plain-language identifier for this Optionally, you can specify multiple virtual server IDs for
Yyour own server to use when communicating with this partner. If set, these virtual server IDs will be used in place of the unique protocol identifier configured for your server in Server Settings. The Base URL may be used to
simplify configuration of partner endpoints.

PARTNER'S ENTITY ID
(CONNECTION ID)

ib-RHE-RPM- d

CCONNECTION NAME

VIRTUAL SERVER IDS Add

BASE URL

COMPANY

CCONTACT NAME

CONTACT NUMBER

CONTACT EMAIL

ERROR MESSAGE

NONE

@ STANDARD
LOGGING MODE

8. At the Browser SSO screen select Configure Browser SSO. This will open a sub menu.

9. Under SAML Profiles choose SP Initiated SSO and next.

g PingFedera

<] Identity Provider
I Service Provider

® OAuth Server

SETTINGS

& Ssecurity

= System

License Warning: Approaching expiration date on Jun 04 2020.

IdP Connection | Browser SSO

SAML Profiles User-Session Creation Protocol Settings Summary

A SAML Profile defines what kind of messages may be exchanged between an Identity Provider (IdP) and a Service Provider (SP), and how the messages are transported (bindings). As an SP, you configure this information for
your IdP connection.

Single Sign-On (SSO) Profiles Single Logout (SLO) Profiles
IDP-INITIATED SSO IDP-INITIATED SLO
| SP-INITIATED SSO SP-INITIATED SLO

Caneel m
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10. At the User-Session Creation screen, select Configure User-session Creation. This will open
another sub-menu.

Ping PingFederate

Identity:

MAIN License Warning: Approaching expiration date on Jun 04 2020.

IdP Connection | Browser SSO

=] Identity Provider
SAML Profiles User-Session Creation Protocol Settings

Service Provider This task provides the configuration for creating user sessions to enable SSO access to resources at your site.

User-Session Configuration
@ OAuth Server

IDENTITY MAPPING Not Configured
ATTRIBUTE CONTRACT SAML_SUBJECT
SETTINGS

ADAPTER INSTANCES [0]

a AUTHENTICATION POLICY

® Securi 1

‘ ty MAPPINGS

= System

Configure User-Session Creation

11. Under Identity Mapping, choose Account Linking and next.
MAN

IdP Connection | Browser SSO | User-Session Creation

2] Identity Provider
Identity Mapping Target Session Mapping

Service Provider Identity mapping is the process whereby users authenticated by the IdP are associated with user accounts local to the SP. PingFederate supplies two modes for identity mapping of disparate user accounts between different

domains. Choose either ACCOUNT MAPPING or ACCOUNT LINKING to associate the user with a specific local account. If this connection s to be used within an authentication policy, select the NO MAPPING option.
@ oAuth Server ACCOUNT MAPPING: The IdP is sending a set of attributes that may be used to dynamically map the user to a specific local account.

/ACCOUNT LINKING: The IdP is sending a unique name identifier (possibly opaque). An opaque identifier preserves user privacy in that it cannot be traced back to a user's identity at the IdP. The name identifier is
used by this SP to create a persistent association between the user and a specific local account.

SETTINGS ()
The assertion includes attributes in addition to the unique name identifier.
& Security
NO MAPPING: No attributes are mapped to the target session.
== System

12. Under Target Session Mapping choose Map New Authentication Policy and choose an
Authentication Policy which includes the mail attribute. (If no contract exists this will need to be
created but is out of scope of this document.). Then click Done to exit the sub-menu.

13. Click next to bring you to the Protocol Settings screen. From here click Configure Protocol
Settings to open a submenu

14. At the SSO Service URLs page add the entries in the image below and click next.

As the SP, you send ication requests (Authr for single sign-on to the IdP's SSO Service. Depending on the situation, the IdP may have several endpoints available. Please provide the endpoints that you want to
use when sending these requests.

Binding Endpoint URL Action

POST fidp/profile/SAML2/POST/SSO Edit | Delete

Redirect /idp/profile/SAML2/Redirect/SSO Edit | Delete
- SELECT - v Add
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15. At the Allowable SAML Bindings select POST and REDIRECT

MAIN

ezl Identity Provider

Service Provider

® OAuth Server

SETTINGS

Security

= System

License Warning: Approaching expiration date on Jun 04 2020.

IdP Connection | Browser SSO | Protocol Settings

SSO Service URLs Allowable SAML Bindings Signature Policy Encryption Policy

When the IdP sends messages, over what SAML bindings do you want to receive them?

ARTIFACT
v | POST
v | REDIRECT

SOAP

16. You can accept the defaults for the remaining Protocol Settings screens. Click Done at the final

summary screen.

17. At the Browser SSO screen click next and Done.

18. You have now returned to the Main IdP connection screen. Click next to move to the
credentials screen. From this screen you can accept defaults.

19. At the Summary Screen, confirm settings and click Save.

10
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Configure an SP Connection from Veridium

Follow the steps below to allow Veridium to receive requests from PingFederate

1. On the PingFederate administration console select System and under SAML Metadata click
Metadata Export

g PingFeder.

MAIN License Warning: Approaching expiration date on Jun ¢

System
ezl Identity Provider

SERVER

Service Provider )
Protocol Settings

Administrative Accounts
@ OAuth Server License Management
Configuration Archive

Virtual Host Names

SETTINGS Extended Properties
& Security SAML METADATA
Metadata Settings
= System Metadata Export
File Signing

MONITORING & NOTIFICATIONS

Runtime Notifications

Runtime Reporting

2. Under Metadata role choose “l am the Service Provider” and next

Ping PingFederate
Identity.!

MAIN License Warning: Approaching expiration date on Jun 04 2020.

Metadata Export

ez] Identity Provider
Metadata Role Metadata Mode Connection Metadata Metadata Signing Export & Summary

Service Provider This system is configured to act as both an IdP and an SP. For which role would you like to generate metadata?

| AM THE IDENTITY PROVIDER (IDP)

@ OAuth Server
@ | AM THE SERVICE PROVIDER (SP)

SETTINGS

Security

= System

I
i
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3. At the Metadata Mode screen choose “Use a Connection for Metadata Generation” and next.

4. At the Connection Metadata screen choose the IDP connection you made earlier from the

dropdown list and next

Ping PingFederate

Identity.*

eel Identity Provider

Metadata Export

Service Provider

@ OAuth Server

@

I = System

Security

Metadata Role Metadata Mode Connection Metadata

Select a connection that contains the Attribute Contract and Digital Signature Key you wish to include in the metadata.

Veridium v

Attribute Contract
SAML_SUBJECT

DIGITAL SIGNATURE KEY
No signing key available for this connection

XML ENCRYPTION KEY
No XML key available for this connection

5. At the Metadata Signing screen, choose a certificate from your PingFederate environment and

click next.

6. On the Export and Summary screen click export and save the metadata file locally.

7. Now access your Veridium administration console.

8. Navigate to Configuration, SAML Configuration. Select Change Configuration and Add Service

Provider.

VERIDIUM Admin

Notification:

B Configuration

12

SAML Configuration

SAML Configuration

Service Provider Name 4 SAML Version Used Authentication flow
Ping2 SAML2 Veridium
SAMLTest SAML2 Veridium

Showing 1to 2 of 2 entries

z Home-VID-Admin

+ Add Service Provider

@ Edit LDAP Connection

& Download metadata

& Download Idp Signing certificate

C Disable live configuration reload
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9. Provide a friendly name for the SP connection and choose file upload for Metadata Provider.

10. Select file you downloaded at step 6.

11. Choose Veridium for Authentication Flow, Email for NamelD Format and add uid, mail and

VERIDIUM Admin Console

Service Provider

Add/Edit Service Provider

Service provider name

SAML Version

Metadata provider

Metadata file

Authentication flow

NamelD format

Encrypt assertions
Notifications

3 Configuration

Available attributes

info

sAMAccountName

memberOf

ImmutablelD

AML Configu

SAML2

File upload

Veridium

Email

userPrincipalName as Service provider attributes as shown below.

z Home-VID-Admin

File Ping2-metadata.xml used.

>l

Service provider attributes

uid

mail

userPrincipalName

12. Click Save

Create IDP to SP Mapping

You have now created a SP initiated SAML connection to the Veridium Server. To allow existing
applications currently using PingFederate for authentication to use Veridium authentication you will
need to create an adapter-to-adapter mapping. This allows the application authentication request to be
passed from the PingFederate IDP adapter to the Ping Federate SP adapter which will then request

authentication from the Veridium Server.

1. Onthe Identity Provider or Service Provider screen, select Adapter-to-Adapter Mappings under

IDP-SP Bridging

2. Select your source application from the Source Instance drop-down box and the Veridium IDP

from Target Instance.

13
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Testing

To test end to end authentication,

1. Attempt to log on to your application using your standard method.

You will be now be presented with a Veridium QR code.

3. Using your Veridium enrolled smartphone, scan the QR from your profile in the Veridium
Authenticator App and present the requested biometric.

4. You should be authenticated and redirected to your application.

N

14



