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Veridium and
OKTA

Forget Passwords.

Secure SSO. OKta

PASSWORDLESS SRS

INCREASE SECURITY
Together, Veridium and Okta support passwordless authentication for customers,

- Strong Passwordless
employees and transactions. . FIDOZ certified (WebAuthn)

- Behavioral Biometrics
Okta's IAM solutions with Veridium's authentication platform helps you implement strong - Detect and reject imposters
passwordless authentication across environments. Veridium integrates with Okta Verify - Open integration to 3rd party
to deliver Single Sign On (SS0) capabilities secured by biometrics for your workforce and biometrics
customers. Veridium enables passwordless SSO for Windows environments. VeridiumID - Face, Fingerprint, Iris, Voice

is a flexible platform that supports a variety of protocols including SAML and OpenlID

Connect (0IDC). REDUCE COSTS
- No password synchronization

- No password resets
- No password policy

OKTA VALUE PROPOSITION - No password/token management
- No lost or broken tokens
Okta Single Sign-on is part of a 238 PM
and access management solution Apps INCREASE USER
adopting and building for cloud Tl e SATISFACTION
need to contain costs, fulfill user - Support native iPhone and Android
and avoid security risks. Establish biometrics
management for SSO across box Googh t - Deliver choice of Touch ID, Face ID
mobile apps with a full featured L and more
Users can easily access all their — Gmail EARN USER TRUST
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single customizable portal. - Provide secure digital services that
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are easy to use
- Meet Open Banking, PSD2,
NYDFS and other user protection
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>>> Okta DataSheet: Veridium and OKTA

PASSWORDLESS AUTHENTICATION PLATFORM

The VeridiumID passwordless authentication platform replaces PINs and passwords
with biometric multifactor authentication. This independent authentication layer gives
you the freedom to customize the user experience - choosing the best biometrics for
your needs - from native fingerprint or face to Veridium's patented 4 Fingers Touchless|D
and vFace, or 3rd party biometrics (e.g. iris).

VeridiumlID easily integrates to provide strong authentication decisions wherever they
are needed via the mobile app. For specific use cases like high value financial transactions
where compliance requires nonrepudiation capabilities, VeridiumID provides the
strongest level of authentication assurance with biometrics. Veridium can differentiate
between valid users and impostors with InMotion behavioral biometrics capabilities
which log the movements and location of users to identify fraudsters immediately with
user behavior analytics.

VeridiumID is not an “ldentity Provider” in the strict SAML definition of an IdP, but we take
on the "role" of an IdP indirectly when someone requests a service and the request is
redirected (first to Okta, then to VeridiumlID), VID / Veridium Authenticator authenticates
the user (biometricly: 4F, Touch ID, vFace, or 3rd party biometric), and returns a SAML
token (via Okta) to the user. VeridiumlD adapts to your needs.

PASSWORDLESS AUTHENTICATION WITH VERIDIUM AND OKTA
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ABOUT Veridium is a leader in the development of user-centric authentication solutions which Llink

VERIDIUM biometrics (what you are) to smart phones (what you have) for trusted digital identities. Our
authentication platform and proprietary biometrics provide strong authentication, eliminating the
need for passwords, tokens, or PINs - delivering multi-factor security with single-step convenience
at a lower total cost of ownership than traditional MFA solutions.

veridiumid.com info@veridiumid.com +1877 3010299
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